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PLAN TO DETECT, PREVENT AND
MITIGATE IDENTITY THEFT AND FRAUD

American Municipal Services (AMS) is a Carrollton, Texas based limited liability
partnership that is primarily in the business of providing collection services for
governmental agencies. The foregoing plan is intended to detect, prevent and
mitigate identify theft and fraud and to protect the security, confidentiality and
integrity of personal information in compliance with:

1. The Fair and Accurate Credit Transactions Act of 2003 (FACT Act or FACTA,
Pub.L 108-159);

2. 18 U.S.C. Sec. 2721 et seq., regulating the possession and usage of motor
vehicle operator license records and enforcement regulations of the Federal
Trade Commission issued pursuant to said motor vehicle statute;

3. The Standards for Individually Identifiable Health Information promulgated
by the Department of Health and Human Services pursuant to Health Insurance
Portability and Accountability Act of 1966, Public Law 104-191, or described in
section 502(e) of Public Law 106-102 and chapters 181 and 773 of the Texas
Health and Safety Code, as amended.

American Municipal Services primarily handles cases that are criminal in nature, cases
that generally are not regulated by the Fair Debt Collection Practices Act and similar
State Collection Statutes, as such matters are not consumer debt and are therefore not
reported to consumer credit reporting companies such as Equifax, Experian and
TransUnion. American Municipal Services does however provide collection services
to governmental agencies for emergency medical service accounts and utility accounts,
both of which are consumer in nature and for which American Municipal Services
receives consumer information. It is therefore the intent of American Municipal
Services to implement the following plan in order to minimize the risk of identity theft
and fraud occurring as a result of any information, data, records, files, processes, or
procedures utilized by American Municipal Services, its employees, agents,
representatives, or contractors in the handling, storage, usage, transmission or
maintenance of consumer information. This plan follows a complete risk assessment
of AMS and its operations to identify material internal and external risks to the
security of personal information and implements reasonable safeguards to control the
risks identified in the risk assessment.



I. IMPLEMENTATION DATE

This plan, in its entirety, shall be implemented on the first day of November, 2008.

II. PHYSICAL FACILITIES

A. DOORS: All doors to AMS facilities are to be kept closed at all times. When no
employees are on duty all doors are to be secured by at least one dead bolt.

B. VISITORS: All visitors within an AMS facility is to be escorted by an AMS staff
member. No visitor is to be left alone within an AMS facility. Only visitors with a
specific business related activity will be allowed within the AMS collection area.

C. SECURITY SYSTEM: All areas containing controlled records are to have a camera
security system in working order in order to identify individuals that enter the facility
and to monitor their actions while within the facility.

ITII. COMPUTER SYSTEMS

A. NETWORK SERVER: The network server is to be located in a secure area. To
prevent hacking, the server is not to be connected to the Internet or any other device
that would allow access for a hacker to enter the server and its records through either
a telecommunications line or the Internet. Fire walls are to be installed on all data
lines into and out of the server to prevent unauthorized access.

B. CLIENT ACCESS TO FILES: Clients may access their files through the Internet via
a secondary server operated and maintained by AMS on the AMS campus that contains
a filtered copy of the original files with personal identity information such as date of
birth, operators license number, social security numbers removed. The information
available to clients from the secondary server contains no personal identity
information. Clients will enter their files using an assigned user name and password.
Filtered files with identity data removed is updated daily at 11:00 p.m.

C. TRANSFERRING FILES ELECTRONICALLY: Files downloaded into the AMS system
from the Internet are to be transferred through a secure FTP site. Once a file is copied
to the AMS system the FTP file is to be promptly deleted.

D. COMPUTER ACCESS: Employees access to the AMS computer system is limited by



need to know and need to utilize. All employees must have a log in name and
password to enter the AMS system. The log in name and password is assigned to each
employee by the system administrator and are changed frequently. To have access to
the database records a second password, established by the system administrator, is
required. This password is made available only to those employees with a job related
need to have such access.

E. REMOTE ACCESS: Remote access to the AMS database records is barred. All
additions, deletions, changes and usage is to be made by AMS personnel in person at
an AMS facility. The only exception is very limited access to system maintenance
personnel doing system updates and approved changes to the operating system or
system hardware. Such remote access is only possible during normal operating hours
with the system administrator present at the AMS servers and authorizing the remote
access.

IV. PAPER RECORDS

A. END OF DAY: All paper records that contain personal identifying information are
to be locked in a secure facility prior to the close of business each day.

B. NEW FILES: New paper files sent to AMS by a client are to be shredded once
entered into the AMS computer system unless a definite need for future usage exits.
In those limited cases the files are to be maintained in a locked facility.

C. CREDIT CARD INFORMATION: Payment plan forms and other documents that
contain an individuals credit card number and related information are to be shredded
once the transaction is approved. Only the second customer receipt, which does not
contain the credit card number or expiration date, is to be maintained for company
records. Credit card information on cases awaiting approval are to be stored in a
locked facility until approved after which they are to be shredded.

D. CREDIT REPORT ACCESS: Credit bureau access is to be obtained through “My
Credit Screener” version 2.4, or subsequent versions. This program is to be on only
one computer at AMS and access to the program is to limited to only two employees.
Access to “My Credit Screener” shall be by password set by the system administrator
and given to only these two employees. These same two employees shall be
responsible for any updates or changes to credit bureau records by AMS.

E. PAPER FILES DURING BUSINESS HOURS: Paper documents, which contain
individual identifying information, are to be made available only to those employees
with a need to know. Consumer related documents are only to be made available to



collectors in the Utility section of AMS and to the data entry staff. Court related
documents are only to be made available to warrant collectors and the data entry staff.
Once entered into an AMS database the paper documents are to be shredded unless
a clear reason for their retention exists. If retained, they are to stored in a locked
facility.

V. MOTOR VEHICLE RECORDS

A. DRIVERS LICENSE RECORDS: AMS has a database of 25 million drivers license
records. Access to these records is limited to the company’s Alpha V, v4.5, legacy
application. Only the system administrator has access to this complete database. All
users of this database must go through the Alpha V skip-tracing program. By limiting
users to the Alpha Five programs skip-tracing system, access to an individuals
personal identification information is very limited and can only be accessed one
person at a time and not in a batch mode. The program is designed to provide a new,
updated address, based upon a persons renewal of their state operators license or
state issued ID card.

B. UPDATING RECORDS: AMS receives weekly driver license record updates by CD or
DVD from the Texas Department of Public Safety. These CDS and DVDs are to be
immediately entered into the AMS server memory and as soon as entered the CDS and
DVDs are to be shredded along with any accompanying documentation.

VI. PAYMENTS ON-LINE

A. PAYMENT INFORMATION: AMS accepts payments, on behalf of its clients, on-line
through the businesses’s website: AMSLTD.US. This website URL is given to
defendants by letter and by phone for those cities and counties that have authorized
AMS to accept payments on their behalf. Payments come into AMS though its secure
secondary server. The payment information about a defendant is to be erased
promptly from the server. The payment is to be processed through the appropriate
credit card company and once an approval is obtained all documentation about the
charge except a copy of the electronically prepared payment receipt is to be shredded.

VII. EMERGENCY MEDICAL SERVICE RECORDS

A. PAPER RECORDS: Emergency medical service records are likely to contain
information about a patients identity and their medical condition. To insure the
security of this data, these records are to be secured in a locked facility until entered



into the AMS database. Once entered into the AMS database these paper records are
to be shredded.

B. ELECTRONIC RECORDS: Electronic records are to be downloaded into the AMS
EMS database the same day they are sent to AMS. Once downloaded, these files are
to be deleted.

C. DISCLOSURE OF INFORMATION: All AMS employees will be required, as a
condition of their employment, to sign a “employee confidentiality agreement under
Health Information Portability and Accountability Act of 1996 (HIPPA) and the Texas
Health Records Privacy Act” prior to beginning employment with AMS. Said
agreement will be maintained by AMS in the employees employment records and will
require each employee to fully comply with all provisions of HIPPA, including
requiring said employee not to disclose any information about a patient to any person
or individual who does not have the need to know the information, to any third party
outside the workplace, other then the patient himself, the medical provider, or the
insurance carrier to whom payment is being requested. Said agreement will require
each employee to:

1. Keep all medical records or medical information in their possession in a
manner that the information contained therein is not visible to someone other than
the employee in order that a third party visiting the office could view the information.

2. Deposit all medical records in a secure, locked up place so nobody outside
of AMS will have access to it before leaving work at the end of each day.

3. To immediately advise their supervisor of any instances of the use or
disclosure of any patient’s health information records that are not in compliance with
HIPPA, with other state or federal laws or regulations as soon as it becomes aware of
such instances, and take steps to mitigate any damages arising from such instances of
non-compliance.

4. Keep confidential and private all medical and personal information obtained
from records, faxes, conversations, etc. that the employee may come in contact with
in the course of their employment except as is necessary to perform their job to bill,
code, or collect an account.

5. That employee will not take any records out of the office or take them home
that contains a patients health information as defined by HIPPA.












